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MANUAL KONFIGURASI PC DAN RANGKAIAN UNTUK ISIGN GFMAS

ARAHAN PEMASANGAN

Pemasangan Token (Untuk Pengguna Token sahaja)

1.
2.
3.

Pasang Secure Token ST3 ke komputer anda.

Klik RunLoader.exe untuk meneruskan pemasangan Secure Token ST3 sehingga selesai.
Selepas pemasangan berjaya dilakukan, ikon baru (logo Secure Token ST3) akan muncul
pada taskbar seperti yang dipaparkan di sini :
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Customize...

Pemasangan Perisian iVEST (Untuk Pengguna kad iVEST sahaja)

AN

Uninstall versi 3.1 (jika ada)
Klik start pergi ke control panel, klik Add / Remove Program
Cari iVEST Client, klik Remove.

Pemasangan Versi 4.2

Masuk ke www.anm.gov.my, klik pada anm portal, pergi ke menu muat turun, pilin
aplikasi.

Muat turun file iVest client 4.2, simpan di My Document.

Pergi ke My Document cariivest client 4.2 dan extract file tersebut.

Klik pada icon iVest.

Installasi bermula, ikuti arahan dan klik next sehingga installasi selesai.

Masukkan Hak Capaian Bagi Pengguna Kad iVEST (Pengguna token tidak perlu)

1.
2.

Login sebagai Administrator yang mempunyai kuasa penuh pada PC pengguna.
Pilih Windows (Start) > Run
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5._' My Computer
i Super Jigsaw -

‘j My Metwork Places
Wﬂ Microsoft Wword 2010

E’ Zonkral Panel
£
K = Microsaoft Excel 2010 @, Set Program Access and

Defaulks

Adobe Reader ¥ J::_:;a Printers and Faxes
i \!
P_p;l Micrasoft PawerPoink 2010 @_) il ame St

{ Search
w Paink I)

All Programs D

= Type the name of a program, Folder, document, or
e Internet resource, and Windows will open it For vou,

Open: | reqedit N - |
3

I Ok ]’ Cancel ][ Browse. .. l

4. Pilih HKEY_LOCAL_MACHINE dan kembangkan direktori di bawahnya:

File Edit Wiew Faworites Help

[ HEEY_CLASSES_ROOT

(23 HEEY_CURREMT _JSER
(23 HKEY_LOCAL_MACHINE

%’_ﬁ HKEY LISERS

(23 HEEY_CURREMT _COMFIG
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5. Pilih SOFTWARE > DIGICERT

% Registry Editor

File Edit Wiew Favorites Help

=-7] SOFTWARE
[ Adobe
[ analog Devices
[C3 coFfsy
[ Classes
[ Clients
(3 Codec Tweak Tool
[ pell Computer Corpe
[ DIRICERT
& EST%
[ Gemplus
[ Gl
[ Google
(22 Haalitkz
[ Hewlett-Packard
3 Installedoptions
[ Intel
[ Javasoft

[

Marne 1

6. Klik kanan pada DIGICERT unfuk mengeluarkan popup menu dan pilih Permissions.

£:" Registry Editor

File Edik Wiew Faworites Help

=1 SOFTWARE A Mame Twpe Data
(1 Adabe [ab](DeFault) REG_SZ {walue not set)
(£ Analog Devices
[ cozresy
[ Classes
[ clients
[ Codec Tweak Tool
[C7 Dell Computer Corpr
‘3 m_ Expand
[ EsRI
[ cemplu: N_EW ’
] e Find...

(1 Google Delete

[ HaalMk  mename
(L3 Hewlett

[ Installes  Export
Qreel | SR
[ 3avasal - bty
opy Key Mame
JreMetn
. D 2~ T
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7. Pilih pengguna PC yang menggunakan ‘isign’ GFMAS dari senarai pengguna.

Permissions for DIGICERT

Security |

GTDUD ar Uzer name:s:

ﬁ Powser Uszers [USER-7AD9EEIFIBNPower Uzers) =

€7 SvSTEM

| #4 Ulzer (JSER-750 9E RIFIE AU er)

ﬁ Izers [USER-7R0YEESFIB Users] —
v

< =

[ &dd.. H Remove ]

Permizsions for Uszer Al Deny
Full Cortral ] ]
Read ] ]

Special Permizzions

For special permizzions or for advanced settings,
click Advanced.

] H Cancel ] Apply

8. Pilih pengguna PC yang menggunakan ‘isign” GFMAS dari senarai pengguna.

Permissions for DIGICERT

Securty |

GIDUD ar UEer names:

!ﬂ Pawser Usgers [USER-7ADSEEIFIBPower Users) )

€7 SvSTEM

€ User [USER-75D9E RIFSR L ser]

ﬁ: Usgers [USER-7FADSEEIFSE \Users) —
v

< | &

[ Add... ” Remove ]

Permizsions for Uzer Allow Deny
Full Cantral L
Read E

Special Permizzions

For special permizsions of for advanced settings.
click Advanced.

(] H Cancel ” Apply ]

I . [
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9. Klik 'OK’ untuk mengesahkan perubahan yang dilaksanakan.

Permissions for DIGICERT HE3

Security |

Group of user names:
!ﬂ Power Uszers [USER-7SDIEGIFIEWFower U zers) &
€5 SvSTEM
€ User [USER-7SDIEGIFIBAL zer]
ﬂ: |dzers [JSER-FADAERIFIE L sers]

=

< | >

[ Add... ][ Remove ]

Perrizzions far Uzer Aillioey Deny
Full Contral ¥
Read O

Special Permizgions

Far special permizzions ar for advanced settings,
click Advanced.

[ 0k, [ Cancel ][ Hpply ]

J I

Computer|HKEY_LOCAL_MACHINE\SOFTWAREI\DIGICERT

10. Klik butang ‘X' untuk menutup tetingkap registry.

% Registry Editor |.'_

File Edit Wiew Favorites Help
=] SOFTWARE A ame e |
(1 Adabe [aB)(DeFaul) REG_5Z {
[C analog Devices
[ covfesy
[ Classes
[ Clients
(2 Codec Tweak Toaol
(2 Dell Computer Corpo
e JDIICERT
(Z1 ESRI
(2 Gemplus
(21 Ghu
(Z1 Google
(20 Haalitko
[Z Hewlett-Packard
[Z Installedoptions
(2 1rtel
D Javasaft
(2 Jremetrics
[ KLCodecPack
[ Law W ||
(L Macromedia
[Z MEDIALAMD
{23 Microsaft
(2 Maozilla
{23 mozilla.org
{2 MozillaFlugins |
[Z1 ooeC

1 T3 Aand = S ik b

< | 3 ||= >

My CorputeriHKEY _LOCAL_MACHIME\SOFTWARE|\DIGICERT
DDA UL I . G e A A A, .. A
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11. Pilih Windows (Start) > Shut down > Log off.
12. Login ke PC sebagai pengguna semula tanpa kuasa administrator.

Konfigurasi Internet Explorer

Buka Internet Explorer.

Pastikan Versi Internet Explorer yang digunakan adalah dari 8 hingga 10 sahaja.
Pastikan Internet Explorer adalah Default Browser pada PC.

Pergi ke butang Safety, klik pada SmartScreen filter.

Pilinh Turn Off SmartScreen Filter, klik OK.

oD~

{Z Steamboat Galore « RED WOK RESTAURANT,, BANGI - Awaken Your Tastebuds, O° Bangi-ans! - Windows Internet Explorer

G- @ wordpress.com |[B][%][x|[@ (o]

Fie Edit View Favorites Tools Help

i Favorites | 5% @] -++Jabatan Akauntan Nega... & Forum ratuhati.com - Index | Portal Rasmi Kementerian P... @ Maybankzu & | Login - AFFIN Internet Bark... (=) Baca Paper 2012 | Get more Add-ons ~

() steamboat Galore « RED WOK RESTAURANT, BANG ... fii- B -3 & -

4% Delete Browsing History...

= 4@ InPrivate Browsing Chri+shift+P
Microsoft SmartScreen Filter (X iz Webpage Privacy Policy...

InPrivate Filtering Ctrl+Shift+F
@ Help make your browser more secure: January 201 erivete Fiering Settings
Set up SmartScreen Flter IENES
1l &

8

SmartScreen Filker is designed to warn you if the website vou are visiting is Check This Website
impersonating another website or contains threats to your computer, Turn On SmartSereen Filter ..
what is SmartScreen Filker? Report Unsafe Websits

Windows Update

I@ () Turn on SmartScreen Filter (recommended)
Some website addresses will be sent ko Microsaft to be checked. Information
received will nat be used to personally identify you,

i @furn off Smartscreen Filter:
‘Website addresses will not be sent to Microsoft unless you choose to check
them.

Read the Internet Explorer Privacy Statement online.

Pemasangan Perisian Java

1. Masuk ke www.anm.gov.my, klik pada anm portal, pergi ke menu muat turun, pilih
aplikasi.

Muat turun file java Java é atau Java 7, simpan di My Document

Pergi ke My Document cari JRE6 dan extract file tersebut.

Klik pada fail installer yang sudah extract.

Installasi bermula, ikuti arahan dan klik next sehingga installasi selesai

Selepas installer selesai loading, baca and terima license agreement.

Bila installasi selesai, sila klik Finish.

Nook~obd

Java Policy (JCE)

1. Masuk ke www.anm.gov.my, klik pada anm portal, pergi ke menu muat turun, pilih
aplikasi.

2. Muat turun file JCE Polisi 6 atau JCE Polisi 7 (bergantung pada versi Java semasa install),
simpan di My Document.

3. Pergi ke My Document cari Java Policy dan exiract file tersebut.

Copy file local policy dan US export policy.

5. Pergi ke C:\ProgramFiles\Java\jre1.6.0_37\lib\security.

>
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6. Klik kanan dan klik paste untuk gantikan file local policy dan US export policy yang lama.

Menutup Java Auvtomatic Updates

1. Pilih Control Panel dari Start menu.

2. Klik 2 kali padaicon Java dalam Control Panel untuk membuka tetingkap pilihan.
3. Klik pada Update tab. Disitu terdapat checkbox label Check for Updates Automatically
dan jangan pilih checkbox yang terdapat di situ kemudian klik Apply untuk terima

perubahan.

Java Update - Warning @

You have chosen to never check for updates '
and may miss future security updates. A

We strongly recommend letting Java periodically check for newer versions to
ensure you have the most secure and fastest Java experience.

|~ Check Monthly l[ Never Check II

|£] Java Control Panel = P

General| Update | Java | Security | Advanced

Update Notification

The Java Update mechanism ensures you have the most
updated version of the Java platform. The options below
&= let you control how updates are obtained and applied.

Notify Me: Before downloading -

IDCha:kfﬂr Updates Automatically I Advanced...

on the day 24 of each month at 12:00 AM, Java Update
will check for updates. An icon will appear in the system
tray if an update is available. Move the cursor over the
icon to see the status of the update. You will be notified
before the update is downloaded.

Java Update was last run at 4:57 PM
on 11/9/12, Update Now
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KEPERLUAN RANGKAIAN

Untuk membenarkan penghantaran/penerimaan maklumat antara PC pengguna dan
server GFMAS yang dicapai, terdapat port-port rangkaian yang perlu dibuka antara PC
pengguna dengan server pada laluan rangkaian setempat (LAN) dan meluas (WAN) seperti
contoh capaian pengguna di 14 SAD (Self Accounting Office) baru (tahun 2015) kepada
server di JANMWPP berikut:-

Keperluan Port Rangkaian Antara PC Pengguna GFMAS dan Server GFMAS

Al

PC Pengguna

%@

FC Pengguna

Firewall SAD Firewall JANM

%ﬂ

FC Pengguna

]
I
[ W

3
g

Agensi Kerajaan (SAD)
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UJIAN PENGESAHAN KESEDIAAN PC UNTUK ISIGN GFMAS

1. Pergi ke command prompt PC pengguna dan buat arahan berikut untuk mengesahkan
port rangkaian dibuka.

| c:\> telnet <ip/nama server> 8080 |

dan

| c:\> telnet <ip/nama server> 1080 |

2. Masukkan token/kad ivest dan taipkan URL berikut pada browser Internet Explorer:
http://cupmyrg1:8080/digicertws/testsignature.jsp 2icnO=<xXXXXXXXXXXX>

Nota: Gantikan cupmyrgl dengan server yang perlu dicapadi dan xxxxxxxxxxxx dengan
nombor kad pengenalan pengguna 12 digit fanpa simbol ‘<’ atau *>’.

3. Paparan berikut menunjukkan server GFMAS dapat dicapai, tekan butang ‘Send To Sign’.

O BEES

File Edit View Favorites Tools Help

Test Digicert Digital Signature @cupmyrgl

13:05

05/01/2015
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MANUAL KONFIGURASI PC DAN RANGKAIAN UNTUK ISIGN GFMAS

4. Tekan ikon/logo yang dipaparkan pada browser.

— e —
@ hittp://cupmyrgl:8080/digicertws/indexjsp
File Edit View Favorites Tools Help

DIGITAL SIGNATURE REQUEST

digicert
— -

9

click here to sign data

Please click on logo above to launch the Digital Signature request.

Note:
We advice you to read documentation to prepare your environment before use this application.

Powered by
3|

igicert

1B05
05/01/2015

A O

‘ o=@ =

BWO01-JANM-PUJ-DOME ﬂ@ exinda.

Do you want to run this application?

Name: digicert-crypto-bundle-1.2

y ! : Publisher: DIGICERT SDN. BHD.

Location:  http://c Jnlp?sap ...

Running this application may be a security risk

Risk:  This application wil run with unrestricted access whd: may put your computer and personal
atrisk. Th provided ble or unknown so it is recommended
muorunuusaodlanonufiessywafeﬁmﬁavwnmnsmoe

The certificate used to identify this application has expired.
More Information

selectﬁnebnxbekm,ﬂmdckmloshrtﬂleappiuﬁon
@ S s

) show Options

13:06

o U0 [
OB s
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6. Tunggu ‘loading’ untuk perisian Java sehingga mendapat tetingkap berikut:-

- — -
W96 Documentl. - Microsoft Word |ol@| %
“ Home Insert Page Layout References Mailings Review View Nitro Pro8 [ 0
s v s - Find ~
Calibri Body) ~ 11~ A" A" | Aav | %5 i . Digital Signature Request % - . [E=MEERC) ] % #aFin
42 » - Xz 2ac Replace
Paste - . -y, - Change
& Fomatpainter | B £ I = abe x, x Y- &~ (& patatosin Tele  sublile -SubtieEm |2 EREROS N o
Clipboard 3 Font [<?xml version="1.0" encoding="1S0-8859-1"?> s ) Editing
Y o ) . o 1 - < 8 Y 000 &
= T T <head IDT>570</MANDT><BUKRS>FGOM=</BUKRS><ZZTHNKEWANGAN>| g T =]
[<item=<MANDT>570</MANDT><BUKRS>FGOM</BUKRS><ZZTHNKEWANGAN=>20 =
<item=<MANDT>=570</MANDT><BUKRS>FGOM</BUKRS><ZZTHNKEWANGAN=>20
</document>
«JuT >
: cer -
= Igl t [ CANCEL
= You are about to affix your signature for non repudiation purposes. By doing so, |
you intend to digitally sign this message, record or document. Affixation of such
digital signature shall in effect be deemed legally binding signature. Any
N B || |message, record or document bearing the digital signature shall be legally valid
. and enforceable.
- Status  Data ready to sign.. o
+
o
z

7. Tekan butang ‘OK’ dan satu lagi tetingkap akan muncul untuk membenarkan pengguna

memasukkan nombor PIN seperti berikut:-

— —
E I » Search Results »

+ | 45 [ putty b |
e Digitsl Signature Request = = - 0 @
¢ Favor DATATO SIGN i 23/04/2014 13:20 E
B Desl =?xml version="1.0" encoding="I50-8859-1"7> |:|
D [=document= i
4 Do <header=<MANDT>570</MANDT=<BUKRS=FGOM</BUKRS=<ZZTHNKEWANGAN=| | |y 23,/04/2013 08:02
own <item=<MANDT=570</MANDT=<BUKRS=FGOM=/BUKR S=<ZZTHNKEWAN GAN=20
%] Recq [<item=<MANDT=570</MANDT=<BUKRS>FGOM</BUKRS> <ZZTHNKEWAN GAN=20
</document= b 23/04/2014 14:55
9 Librari
[ Do H: 23/04/2014 14:54
o Mus User PIN Verfication ==
§| Pict f: 08/10/2013 16:12
Vide]

s

ﬂg Please verify your User PIN:

1% Comp| H: 28/12/2012 11:58

' User PIN: e
& Locq

DVD|

[T Enable soft keyboard B 28/12/2012 11:58

[Chaﬂge PIN] [ Login ] [ Cancel l

gigicert

. putty all You are about to affix your signature for non repudiation purposes. By doing so,

you intend te digitally sign this message, record or decument. Affixation of such
digital signature shall in effect be deemed legally binding signature. Any

. putty all message, record or document bearing the digital signature shall be legally valid

and enforceable

€ Netwg

- SIBUSOL - putty

Status  Signing in progress..

putty State: 38 Shared Size: 484 KB Shared with: azizah; David Lau Keat Jin
Application Date modified: 23/04/2014 14:54 Date created: 23/04/2014 14:54

.

-

13:07
05/01/2015

il [
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8. Selepas nombor PIN yang betul dimasukkan dan butang ‘Login’ ditekan, tetingkap
berikut akan muncul untuk mengesahkan tandatangan digital berjaya dilaksanakan.

E l}J » Search Results » - | 45 [l putty |

Organize . Digital Signature Request = = - 0 @
7 Favori DATATO SIGH b 23/04/2014 13:20 3
B Desl [=?xml version="1.0" encoding="150-8858-1"7> 3
D [=document=
& Do [=header==MANDT=570<MANDT==BUKRS=FGOM=/BUKRS><ZZTHNKEWANGAN=| | | 23/04/2013 08:02
own [<item=<MANDT=570</MANDT=<BUKRS>FGOM</BUKRS><ZZTHNKEWANGAN=20
L Rece <item=<MANDT=570</MANDT=<BUKRS=FGOM</BUKRS><ZZTHNKEWANGAN=20
<ldocument= H: 23/04/2014 14:55
4 Librari
[ Dec H: 23/04/2014 14:54
& Mus|
I Pict b 08/10/2013 16:12
B viae Data submission [ F
18 Comp)| ,(D Digicert Digital Signature succesfully load [ Z/zmanse
i_j’ Locd Thanks for using our product. T
% pvD| : 28/12/2012 11:58
o co
" lgicert
. putty all You are about to affix your signature for non repudiation purposes. By doing so,
you intend to digitally sign this message, record or document. Affixation of such
digital signature shall in effect be deemed legally binding signature. Any
. putty all message, record or document bearing the digital signature shall be legally valid
and enforceable.
SIBUSOL - pu
L putty Status  Data successfully sent..

f putty State: 3B Shared Size: 484 KB Shared with: azizah; David Lau Keat Jin

Application Date modified: 23/04/2014 14:54 Date created: 23/04/2014 14:54
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SENARAI SEMAK PC PENGGUNA GFMAS YANG MENGGUNAKAN ISIGN

N N Y I I AN

1 [

Untuk Pengguna Kad iVEST Sahaja
Berikan kuasa penuh kepada Pengguna PC bagi folder DIGICERT dalam Registry atau masukkan
akaun pengguna dalam Local Administrators Group.

Uninstall iVEST Client (jika mempunyai versi sebelum 4.2)

Install iVEST Client 4.2

Install Card Reader Driver di Device Manager

Uninstall JAVA (jika mempunyai perisian JAVA versi berlainan drpd 6 atau 7)

Install JAVA 6 (mana-mana update dari 30-37) atau JAVA 7

Disable Auto Update untuk JAVA 6/7

Gantikan 2 Fail Polisi JCE di c:\Program Files\java6\jre\lib\security
(boleh muat turun dari laman web http://www.anm.gov.my di bahagian muat turun aplikasi)

Semak sama ada Internet Explorer adalah dari Versi 8 hingga 10, jika tidak, upgrade/downgrade IE

ke versi yang disokong

Turn off Smart Screen Filter pada browser IE.

Untuk Pengguna USB Token Sahaja

Masukkan pemacu PKI token ke USB port

Benarkan installation PKI token driver (ST3 setup) pada PC

Nasihatkan pengguna untuk memasukkan Nombor PIN dalam aplikasi PKI token (Secure Token ST3)
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